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************** Start of Change 1 ****************
4.2.2.1.A
UE NR security capability mapping
Requirement Name: UE NR security capability mapping
Requirement Reference: TBA

Requirement Description: " An eNB that does not receive the UE NR security capabilities shall use the E-UTRAN security capabilities algorithms to create the supported UE NR security capabilities." as specified in TS 33.401 [3], clause E.3.4.3.  

"After a handover, it is possible that an eNB may have not received the UE NR security capabilities as the UE may have just been handed over from an eNB or MME that does not support the UE NR security capabilities. To overcome such a possible problem, the eNB shall create the UE NR security capabilities from the supported E-UTRAN security algorithms. To do this, the eNB shall use the mapping between the E-UTRAN security algorithms and NR security algorithms as per Annex E.3.10.2

." as specified in TS 33.401 [3], clause 7.2.4.5.  
Threat References: TBA

Security Objective Reference: TBA

Test Case:

Purpose: Verify the the UE NR security capability is sent to the SgNB.
Pre-Condition: 

-
The UE, MeNBand SgNB network products are connected in the test environment. UE may be simulated. 

Execution Steps:
Positive:

1)
The MeNB receives the UE NR security capabilities;

2) The MeNB sends the UE NR security capability to the SgNB.

Negative:

1)
The MeNB doesn’t receive the UE NR capabilities;

2) The MeNB sends the UE NR security capability to the SgNB.
Expected Results:  
In the positive test case, the MeNB will send the UE NRcapabilities to the SgNB in a SgNB Addition/Modification Request message.
In the negative test case, the MeNB will create the UE NR security capabilities from the supported E-UTRAN security algorithms, sets the support of NEA0, 128-NEA1, 128-NEA2, 128-NEA3, NIA0, 128-NIA1, 128-NIA2, 128-NIA3 to the same as EEA0, 128-EEA1, 128-EEA2, 128-EEA3, EIA0, 128-EIA1, 128-EIA2, 128-EIA3 respectively, and set the rest of the bits to 0.
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot contains the operation results
*************** End of Change 1 ****************** 
*************** Start of Change 2 ****************
4.2.2.1.B
UE NR security capability handling in X2 Handover

Requirement Name: UE NR security capability handling in X2 Handover
Requirement Reference: TBA

Requirement Description: " At X2 handover, if the source eNB has the UE NR security capabilities, the source eNB shall send the UE NR security capabilities to the target eNB. These UE NR security capabilities should be the same as received from the MME on the S1 interface" as specified in TS 33.401 [3], clause E.3.4.3. 

Threat References: TBA

Security Objective Reference: TBA

Test Case:

Purpose: To verify that the eNB sends the UE NR security capability to the MME if it has.
Pre-Condition: 

-
The UE, MeNBand SgNB network products are connected in the test environment. UE may be simulated.
Execution Steps:

1) The source eNB receive the UE NR security capabilities in the S1AP_INITIALCONTEXT_SETUP_REQ message;

2) The source eNB trigger an X2 handover procedure with a target eNB.
Expected Results:  

The source eNB sends the UE NR secutiry capabilities to the target eNB. 
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot contains the operation results
*************** End of Change 2 ****************** 
*************** Start of Change 3 ****************
4.2.2.1.C
UE NR security capability Handling in X2 Handover
Requirement Name: UE NR security capability handling in X2 Handover
Requirement Reference: TBA

Requirement Description: " A target eNB that has received the UE NR security capabilities during handover shall include the UE NR security capabilities in the S1-PATH SWITCH-REQUEST message" as specified in TS 33.401 [3], clause E.3.4.3. 

Threat References: TBA

Security Objective Reference: TBA

Test Case:

Purpose: Verify the the target eNB will send the UE NR security capability to the MME.
Pre-Condition: 

-
The UE, MeNBand SgNB network products are connected in the test environment. UE may be simulated.  

Execution Steps:

1) The target eNB receives the UE NR security capabilities from source eNB in the X2 handover procedure;

Expected Results:  

The target eNB sends the S1-PATH SWITCH REQUEST message with the UE NR security capabilities to the MME.
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot contains the operation results

*************** End of Change 3 ****************** 

*************** Start of Change 4 ****************
4.2.2.1.D
UE NR security capability is only sent to a SgNB
Requirement Name: UE NR security capability is only sent to a SgNB
Requirement Reference: TBA

Requirement Description: "When adding SgNB while establishing an EN-DC connection, the MeNB shall send these created UE NR security capabilities to the SgNB. Other than for adding an SgNB, the created UE NR security capabilities shall not be sent from the MeNB." as specified in TS 33.401 [3], clause E.3.4.3.
Threat References: TBA

Security Objective Reference: TBA

Test Case:

Purpose: To verify that the UE NR security capability is only sent to a SgNB.
Pre-Condition: 

-
The UE, MeNBand SgNB network products are connected in the test environment. UE may be simulated. 

Execution Steps:

Positive:

1)
 MeNB establish an EN-DC connection with a SgNB

Negative:

1)  MeNB establish a connection with a SeNB.
Expected Results:  

Only in the Positive test will the MeNB transfers the UE NR security capabilities associated with the UE in SgNB Addtion/Modification  Request message.
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot contains the operation results

*************** End of Change 4 ****************** 

*************** Start of Change 5 ****************
4.2.2.1.E
S-KgNB Update
Requirement Name: S-KgNB Update
Requirement Reference: TBA

Requirement Description: " The SgNB shall request the MeNB to update the S-KgNB over the X2-C, when uplink or downlink PDCP COUNTs are about to wrap around for any of the SgNB terminated DRBs or SgNB terminated SRB." as specified in TS 33.401 [3], clause E.3.5.1
Threat References: TBA

Security Objective Reference: TBA

Test Case:

Purpose: To verify that the S-KgNB will be updated when uplink or downlink PDCP COUNTs are about to wrap around
Pre-Condition: 

-
The UE, MeNBand SgNB network products are connected in the test environment. UE may be simulated.  

Execution Steps:

1) The SgNB sends a SgNB Modification required message to MeNB;

2) The MeNB calculates a new S-KgNB and increment the SCG Counter, then sends it to the SgNB in the SgNB Modification Request Message;

Expected Results:  

MeNB derive a new S-KgNB.
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot contains the operation results

*************** End of Change 5 ****************** 

*************** Start of Change 6 ****************
4.2.2.1.F
Map a UE NR security capability 
Requirement Name: Map a UE NR security capability
Requirement Reference: TBA

Requirement Description: " The MeNB that does not have the UE NR security capabilities shall create them as follow:

-
Set the support of NEA0, 128-NEA1, 128-NEA2, 128-NEA3, NIA0, 128-NIA1, 128-NIA2, 128-NIA3 to the same as EEA0, 128-EEA1, 128-EEA2, 128-EEA3, EIA0, 128-EIA1, 128-EIA2, 128-EIA3 respectively; and

-
Set the rest of the bits to 0." as specified in TS 33.401 [3], clause E.3.10.2.
Threat References: TBA

Security Objective Reference: TBA

Test Case:

Purpose: To verify that the eNB creates an mpped UE NR security capability.
Pre-Condition: 

-
The UE, MeNBand SgNB network products are connected in the test environment. UE may be simulated.
Execution Steps:

1) The MeNB establish an EN-DC connection with a SgNB.

2) The MeNB has UE EPS security capabilities, while the MeNB doesn’t have the UE NR security capabilities;

3) The MeNB sends a UE NR security capability to the SgNB.

Expected Results:  

The MeNB sets the support of NEA0, 128-NEA1, 128-NEA2, 128-NEA3, NIA0, 128-NIA1, 128-NIA2, 128-NIA3 to the same as EEA0, 128-EEA1, 128-EEA2, 128-EEA3, EIA0, 128-EIA1, 128-EIA2, 128-EIA3 respectively, and set the rest of the bits to 0.
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot contains the operation results

*************** End of Change ****************** 
